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Coding assistants (pre 2023)

e Suggestslines or functions based on
context

e Autocompletes boilerplate code
e (Offers documentation or examples

e Reactive not proactive

& GitHub Copilot




\libe coding (20235+)

e Understandsintent and generates larger
code chunks

e Brainstorms and iterates with developer

e (Co-creates code




vibe coding is the future £
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vibe coding is the future &

Lovable & @lovable dev-8h
turn linkedin profile into website: linkable.site

powered by lovable's API
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'é matt palmer @ B @mattppal-5h
. Heyy'all, really cool ideal!

Just a heads up that your Supabase API key is
exposed in every request, which could have
some disastrous consequences. o
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guys, i'm under attack
ever since | started to share how I built my SaaS using Cursor

random thing are happening, maxed out usage on api keys, people
bypassing the subscription, creating random shit on db

as you know, I'm not technical so this is taking me longer that usual to
figure out

for now, | will stop sharing what | do publicly on X

there are just some weird ppl out there

9:04 am - 17 Mar 2025 - 2.1M Views
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THE CHALLENGES
The impacts of rapid,

unmanaged Al adoption .
O/ use Al coding :
-77 /O assistants
480/ of Al-generated (IIIIIEIEIEGEGED G
O codeis insecure 33? Already being targeted
O by prompt attacks
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Al Maturity Model

STAGE O

STAGE 1

STAGE 2

STAGE 3

STAGE 4

Considering Al

Tool Exploration

Al Coding
Enablement

Al Guardrailing
& Governance

Al-Native App
Building w/ Agents

Cautious, avoiding or
ignoring use of Al

Devs experimenting with Al
tooling. Al tools are not
integratedinto the core

dev workflow

No centralized strategy or
governance around Al

Adopting Al tools into
the dev environments.
Enabling Devs with
training

Best practices for coding
and testing; no robust
guardrails

Securing use of Al. Tools,
processes to check Al-
generated code.

Focus on mitigating risk
while maximizing the
benefits. Dev assisted by
Al, but not driven by Al

Dev of Al-native apps
that are powered by
custom models

Focus on mature ML Ops
pipeline for the lifecycle
of these models




The “left”® has shifted.

Secure at Inception.
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Snyk Studio: Built for the Al era

Embedding Snyk into the Al workflow to prevent new risk and fix old debt

e Trusted security engines e Real-time Al guidance
Snyk Code, Snyk Open Source, Snyk Direct integration via the MCP standard
Container and Snyk laC
e Enterprise-ready governance
e World-class vulnerability database Automated, centrally-managed rollout
Actionable, industry-leading
intelligence e New Al-native security
’lr:.ix‘ Purpose-built "Secure at Inception”
e Seamless developer workflows 3 directives
Deeply integrated into existing tools Snyk Studio
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@ Run security scans on new code and dependencies

Now let me run security scans on the new code. First, let me
get the absolute path:

./ Running snyk_code_scan

Run Everything v Cancel

Get Snyk Studio
@EiEiEE) © https://snyk.io/ai-vibe-check
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Secure at Inception in Action

Js index.js M = Cursor Settings X {}
Memories
aaniel.per...
Dia

+ Add Rule

If any new code is written, be sure to run
Snyk Code SAST scans. If any new
depdendencies were added, be sure to run
Snyk Open Source SCA scans.

Save

Security teams set arule

Now I'll create a Flask application with a file
processing endpoint:

2 ..app.py (new) +237

Now let me run security scans on the new
Python code using Snyk:

3 of 4 Done View
Run Snyk security scans on new code

The Al tool generates
secure, compliant code.

Try it now

M Issues Found and Fixed:

» 9 dependency vulnerabilities » 0
vulnerabilities (100% fixed)

» 1 code security issue - 0 issues (100%
fixed)

» Total: 10 security issues prevented

The developer receives secure
code from the start, staying in
their flow.
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Live Demo



Thank you
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